Limit IP Address Tracking

Recent Apple iOS upgrades in 2025 have enabled security features by default that tunnel DNS traffic, bypassing
Stony Brook Medicine's firewall and slowing device performance. Below are instructions to disable these
settings and improve WiFi performance on SBM-Employees or other SBM WiFi networks. While you can keep
these settings for other networks (home, cafe, airport, etc.), you may experience similar slowdowns.

Go to Settings > Wi-Fi.
To the right-most side of the SBM-Employees network listing, click on the encircled “i” for details:
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Connect to Wi-Fi, view available networks, and
manage settings for joining networks and
nearby hotspots. Learn more...
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Set Limit IP Address Tracking to disabled — see below:

< Wi-Fi SBM-Employees
Private Wi-Fi Address Fixed >
Wi-Fi Address 36:A9:AA:51:79:FA

Wi-Fi networks and devices can track other nearby
Wi-Fi devices by their Wi-Fi address, even on secure
networks.

A fixed private address reduces cross-network
tracking by using a unique Wi-Fi address on this
network.
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Limit IP address tracking by hiding your IP address
from known trackers in Mail and Safari.



